How to allow Citrix application in Comodo Firewall

Step[1]: Login into Endpoint Manager.
Goto CONFIGURATION TEMPLATES - Profiles , and select the profile you want to configure.
Step[2]: Please select profile associated with device or group which requires Firewall Configuration

For Example:Optimum Windows Profile for 6.10 is asoociated with device DESKTOP-J45HD05

Endpoint Manager = Profiles
m[u]
S5 DASHBOARD >
Profiles Default Profiles
| DEvIcES >
=
. USERS > £1 [£4]
- -
Create Import Export Profile  Clone Profile  Delete Profile

é CONFIGURATION TEMPLATES v

|

O s NAME CREATED BY
Alerts
Procedures |:| 'ﬁ' [cloned] Optimurm Android Profile for ITSM 6.10 taylor@yopmail.com
Monitors
) |:| == [cloned] Optimurm Windows Profile for ITSM 6.10 ccs testing taylor@yopmail.com
fﬁ' APPLICATION STORE >
— |:| == [cloned] Optimum Windows Profile for ITSM 6.101223 taylor@yopmail.com
==, APPLICATIONS >
|:| == [cloned] Optimum Windows Profile for ITSM 6.10 taylor@yopmail.com
:j. SECURITY SUB-SYSTEMS >
O == [cloned] check Backup taylor@yopmail.com
1} SETTINGS >

Step[3]:Add Firewall port sets for Citrix

In Firewall, Add the Port numbers in Portsets. So that we can use it to allow Citrix application in through
Firewall global rules.

I) Goto Firewall — Portsets - Add, It directs you to Portset dialog box.

General Moenitoring Containment HIPS Antivirus File Rating VirusScope Valkyrie Ul Setting:

Firewall Settings Application Rules Global Rules Rulesets Network Zones

+ Add
[] PORTSET =

[l HTTPPorts
[] POP3/SMTP Ports

[[] Privileged Ports
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I) Name the Portset as required

For Example: "Citrix Ports" and click "Add"

Name

Citrix Ports

+ Add

O PORTS

I11) Add the port numbers for Citrix one by one

For Example- Port Number for Citrix are 80, 443 , 1494 , 2598 , 2512 , 2513 and then click" OK"

!l Exclude (i.e. NOT the choice below)

Any
@ A single port a0
A port range 1 - 65535

ok

N



Name

Citrix Ports

+ Add

[] PORTS

] &0 £
L] a4 &
[] 1494 &
[] 2598 &
] 2512 &
[] 2513 y

o | ome

[x]IV) Check whether the Name you added is available in the portset and then click Save.

For Example: Citrix Ports is available

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

+ Add
[]  PORTSET =
[] HTTPPoris Vs
O POP3/SMTP Ports rd
[]  Privileged Ports &
[] My Portset #
I [] citrix Ports Vs I

Step[4]: Add Global rules to allow Citrix ports

In Firewall, Add the Global Rules .So that we can use it to allow Citrix application in through Firewall global
rules.

By selecting Destination Port, Citrix Application will be allowed by Firewall only by those Port numbers added.

)Goto "Global Rules" and click "Add" , it will direct to a Firewall rule dialog box




General Monitoring Containment ~ HIPS  Antivirus FileRating  Firewall  VirusScope  Valkyrie Ul Settings Updates Logging Settings
Firewall
Firewall Settings Application Rulg; Global Rules Rulesets Network Zones Portsets
+ Add
[ RULES
[] @ Block ICMPy4 Qut From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREACHABLE
[[] @ Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 17.0
[ @ BlockICMPv4 In From MAG Any To MAC Any Where ICMP Message s 15.0
[] @ Biock ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 13.0

II) In Firewall Rule,

Enable the Check box "Log as Firewall event if this rule is fired".

Action:This is to allow or block the application action.

By default, the Action willbe "Allow"

External Devices Control

Remote Control

Protocol: There are some protocols which need to be selected based on the application.

By default: It will be "TCP or UDP"

Direction: It tells about the direction In,Out or Both

By default: It will be "In or Out"

Description: Add any description.

For Example: Description is "Allow Citrix".

Then Click " Destination Port".




Firewall Rule

Action

Allow v Log as Firewall event if this rule is fired
Protocol TCP or UDP v
Direction In or Out .
Description Allow Citrix
Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Any E

Type

I1I) In destination port, select desired Type and add the Portset you created and click "OK"

For Example: Select Type as "A set of ports” and Portset as "Citrix ports" which is created and click OK.

Firewall Rule

Action Allow v [ Log as Firewall event if this rule is fired
Protocol TCP or UDP '
Direction In or Out v
Description Allow Citrix

Source Address Destination Address Source Port Destination Port

[ Exclude (i.e. NOT the choice below)

Type

A set of ports v

Portset Citrix Ports v

(&)]



