How to create application rules of the firewall on windows profile

Application Rules - Allows the users to add or modify or remove Custom ruleset for firewall settings.
Step [1]: Go to Endpoint Manager> CONFIGURATION TEMPLATES > Profiles

(]

Step [2]: Click Create icon and Choose the Create Windows Profile from the drop down menu
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Step [3]: Enter the Name, Description of the profile and Click the Create button
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Create Windows Profile

IName *

Advanced Profile for Firewall Settings

|Description

this is the recommended profile for firewall protection|

Step [4]: Click Add Profile Section and Choose Firewall from the drop down
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Step [5]: Click the Confirm button
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Device Restart Alert Close

Please be aware that adding «Firewall= will require system restart for the endpoints with
this profile. Would you like to continue?

Note:

There are some necessary settings to be completed to continue further on advanced firewall profile such as

B8 Advanced Profile for Firewall Settings
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General Firewall
—
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[=] Enable Firewall (recommended)
This option enables firewall which filters inbound and outbound traffic

Safe mode ~

[0 Show popup alerts
Auto action:

Allow requests w

[0 Turn traffic animation effects on
[®] Create rules for safe applications
[ Set alert frequency level

Very low -

Step [6]: Select the tab Application Rules
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—
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+ Add
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PP

Step [7]: Click Add button and Fill the form Application Rule, if you want to add more application rules,
Otherwise leave the setting as in the beginning.
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General Firewall

o

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets
[0 APPLICATION TREAT AS
O Windows Updater Applications Custom &
O Windows System Applications Custom ’

Step [8]: Choose the choice 'using existing target' or 'using new target'

Enter the name if you would like to create a new file group target.

Application Rule

Name

Windows Components Browse ... v

®  Use ruleset Web Browser "

) Use a custom ruleset Copy from ... v

Choose the choice 'using existing target' or 'using new target'

If you would like to use existing target then Click the drop down Browser and Choose the specific option from
there




Application Rule

Name

Type new file group target or select existing Browse ...

Browse ...

File groups

® Use ruleset Web Browser ET|eCU‘?b|eS

All Applications

Windows Updater Applications
Use a custom ruleset Copy from ... Windows System Applications
COMODO Client Files/Folders
COMODO Client - Security
Startup Folders

Windows Management

3rd Party Protocol Drivers
Metro Apps

Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Pseudo File Downloaders

File Archivers

Application Rule

Name

Startup Folders Startup Folders v

®  Use ruleset Web Browser "

Use a custom ruleset Copy from ... v

“

Step [9]: There are two possible options to continue further with adding new ruleset, Choose the option 'Use
ruleset’ or 'Use a custom ruleset' from the form

1. Use ruleset - predefined ruleset by Comodo
2. Use a custom ruleset - custom ruleset which can be set by the user (you)

If you would like to create a predefined ruleset,

Click the radio button 'Use ruleset'




Application Rule

Name

Startup Folders Startup Folders v

*  Use ruleset

Web Browser A
Use a custom ruleset Email Client
Fip Client

Allowed Application
Blocked Application
Outgoing Only

(0]4 Cancel

Options:

1. Web Browser - all applications belongs to browse the internet, Example: IE, Firefox, Chrome, Opera,
and etc.

Email Client - all applications belongs to email client interface, Example: Thunderbird, and etc.

FTP Client - all applications belongs to FTP interface, Example: FileZilla, and so on

Allowed Application - all applications which are set to be allowed

Blocked Application - all applications which are set to be blocked

Outgoing Only - all applications which are set to be allowed for outgoing connection

2.
3.
4.
5.
6.

Choose application category from the drop down and click OK button

Application Rule

Name
Startup Folders Startup Folders v
¢ Use ruleset Web Browser v
Use a custom ruleset Copy from ... -

If you would like to copy from the existing rulesets,

Click the radio button ‘Use a custom ruleset' and Click 'Copy from..." drop down




Application Rule

Name

Startup Folders Startup Folders v

Use ruleset v

®  Use a custom ruleset

Copy from ... v
Copy from ...

+ Add Rule Ruleset o
Another application
ER

“

Options:

1. Ruleset - Which helps to copy from desired existing predefined rulesets
2. Another Application - Which helps to copy from desired existing user-defined rulesets

If you want to use predefined Ruleset then Choose Ruleset from the '‘Copy from..." dropdown

Application Rule

Name

el

Startup Folders Startup Folders

Use ruleset -

®  Use a custom ruleset Ruleset v Please, select ... v

=+ Add Rule WeblBrolwser
Email Client
Ftp Client

Blocked Application
Outgoing Only

Choose desired predefined ruleset from the drop down. Example: Web Browser




Application Rule

Name

Startup Folders Startup Folders v

' Use ruleset

'®  Use a custom ruleset

I

Copy from ... v

O « Allow Access to Loopback Zone ’*
[[] + Allow Outgoing HTTP Requests 4
O « Allow Outgoing FTP Requests &
O « Allow Outgoing FTP-PASY Requests &
[ " Allow Outgoing DNS Requests &
O @ Block and Log All Unmatching Requests &

Explanation:
From the table, you can add or remove rules or you can modify a specific rule from the table

If you want to add rules then click Add Rule button




Application Rule

Name

Startup Folders Startup Folders v

Use ruleset

®  Use a custom ruleset

R

Copy from ... v

O + Allow Access to Loopback Zone &
[0  + Allow Outgoing HTTP Requests &
O « Allow Outgoing FTF Requests Vd
O + Allow Outgoing FTP-PASV Requests d
O « Allow Outgoing DNS Requests 4
[[] @ Block and Log All Unmatching Requests &

Fill the Firewall Rule form and Click OK button to submit

Firewall Rule

Action

Allow v [ Log as Firewall event if this rule is fired
Protocol TCP or UDP v
Direction In or Out v
Description thig is for global rule set for TCP or UDH
Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Type Any address v




Explanation:
Action - Allows setting the action that firewall would take over the rule

1. Allow - If chosen, which allows the connection
2. Block - If chosen, which blocks the connection
3. Ask - If chosen, which asks you (user) to confirm the connection to be allowed or blocked

Log as Firewall event if this rule is fired - Can be enabled or disabled for logging the event into Firewall
Events when it is triggered

Protocol - Allows setting the type of protocol for the rule

TCP - If chosen, the rule applied only for TCP connection

UDP - If chosen, the rule applied only for UDP connection

TCP or UDP - If chosen, the rule applied only for TCP or UDP connection
ICMP - If chosen, the rule applied only to ICMP connection

IP - If chosen, the rule applied only for IP connection

a s wbdPe

Direction - Allows setting the direction of the connection

1. In - Incoming connection
2. Out - Outgoing connection
3. In or Out - Either Incoming or Outgoing connection

Description - Allows describing the rule

Source Address - Allows you to apply the rule for the Address of the device that tries to access your endpoint

Destination Address - Allows you to apply the rule for the Address of the device that your endpoint tries to

access it
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Firewall Rule

R Allow v [ Leg as Firewall event if this rule is fired
Protocol TCP or UDP v
Direction In or Out v
Description

Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

REE Any address v
I Any address I
Host name

IPv4 address range
IPv4 single address
IPv4 subnet mask
IPv6 single address
IPv6 subnet mask
MAC address

Network zone

Options:

Exclude - If enabled, allows to set up devices to be excluded from the rule

|1 Exclude (i.e. NOT the choice below)|

Type Any address v

Type - Types of the Address of the device

Any address - any devices

Exclude (i.e. NOT the choice below)

i Any address v

Hostname - device that has the same name of hostname

Wi Host name v

Host

IPv4 address range - device from the range of IP addresses
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e IPv4 address range

Start IP 10.108.51.100

sl 10.108.51.120

IPv4 single address - device from the same IP address

R IPv4 subnet mask

= 10.108.51.100

Mask 255.255.255.0

IPv6 single address - device from the same IP address
L IPv6 single address

= 2a02:1788:41:c330:2147:180¢:29b:f9bf

IPv6 single address - device from the same IP address

Type IPv6 subnet mask v
- 2a02:1788:4ff.c330:2147:180c:20b:f0bf
Mask 255.255.255.0

MAC address - device that has the same MAC address

R MAC address v

s 18:36:F3:08:4F:0A

Network zone - device that belongs the same network zone

Uil Network zone

o Loophack Zone

Loopback Zone

Source Port - Allows you to apply the rule for the port number or ranges of the device that tries to access your
endpoint

Destination Port - Allows you to apply the rule for the port number or ranges of the device that your endpoint
tries to access it
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Options:

Exclude - If enabled, allows to set up the port number or range to be excluded from the rule

|1 Exclude (i.c. NOT the choice below) |

Type Any v

A port range
A set of ports
A single port

A port range - port from the range of ports

Type A port range v

Start port

Sl 65535

A set of ports - port from the set of ports

Type A set of ports v

e HTTP Ports

HTTP Perts
POP3/SMTP Ports
Privileged Ports

A single port - port which is same of the given port

Ll A single port v
Port 1

Any - any port

Type Any .

Check whether you have the specified rule and Click OK button
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Application Rule

MName

Startup Folders Startup Folders v

) Use ruleset v

®  Use a custom ruleset

+ Add Rule

+ Allow Access to Loopback Zone

Copy from ... v

+" Allow Outgoing HTTP Requests

" Allow Outgoing FTP Requests

+ Allow Outgoing FTP-PASV Requests
+" Allow Qutgoing DNS Requests

@ Block and Log All Unmatching Requests

O|jO0 o o o o g
Bl% % % 8% % K

+ this is the rule to allow in or out connection form the specified device and from the specified port - protocol tep orip

o || o |

Step [10]: Check whether you have the application rule on Application Rules and Click Save button

88 Advanced Profile for Firewall Settings

1mta s 1ata 1-14
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Step [11]: Click Profiles menu and check whether the profile has been added to the table.
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Profiles

Create

Default Profiles

&

-

Import Export Profile Clone Profile

Delete Profile

NAME CREATED BY CREATED ~ UPDATED
O == Malware scan 2017/02/08 04:28:25 PM 2017/02/08 04:37:22 PM
| O == Advanced Profile for Firewall Settings 2017/02/08 04:20:22 PM 2017/02/09 05:18:13 PM I
] Check updates 2017/02/07 07:20:18 PM 2017/02/07 07:20:18 PM
O security updates 2017/02/07 071211 PM 2017/02/07 071211 PM
O == Recommended Antivirus Settings 2017/02/07 03:49:38 PM 2017/02/07 03:49:39 PM
[0 HE  Antivirus Settings 2017/02/07 02:37:00 PM 2017/02/07 02:37:00 PM
D Mac profile 2017/02/06 08:27:55 PM 2017/02/06 08:27:55 PM
O == Standard Updates Management profile 2017/01/31 03:4225 PM 2017/01/31 071718 PM
[0 H8  Profiles for updates 2017/01/31 12:06:00 PM 2017/02/07 01:40:47 PM
a == Optimum Windows Profile for ITSM 6.2 admin 2016/09/10 01:33:00 PM Not updated
a Optimum OSX Profile for ITSM 6.2 admin 2016/06/26 12:02:00 PM Not updated
a == Standard Windows Profile for ITSM 6.2 admin 2015/12/26 08:55:29 AM Not updated
a == Hardened Windows Profile for ITSM 6.2 admin 2015/11/16 021743 PM Not updated
a Iﬁl Optimum Android Profile for ITSM 6.2 admin 2015/04/28 05:36:13 PM Not updated
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