How to get automated Kill chain report of malware files from
valkyrie

Kill Chain report is used for providing the full description of the malware file that is available on the network.
Now the reports are also available for the users who are not holding the Valkyrie Dashboard functionality.

Step [1]: For login to the Valkyrie dashboard, Go to — valkyrie.comodo.com. Click ' Sign In — ' button it will
navigate to a login page, provide the credentials of the c1 account. It will display all the malicious file entries
since it has been enabled with the default option as " Your Recent Analysis Request ".We can able to view
the account by choosing the particular account which has been provided under the filter options. This page
will display the malicious file detail entry up to 25 entries as a default.
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Walkyrie is a file verdict system. Different from traditional signature based malware detection techniques Valkyrie conducts several analysis using run-time behavior and

hundreds of features from a file and based on analysis results can warn users against malware undetected by classic Anti-Virus products.
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file { exe, dil, sys etr) that you would like to be analysed, p upload it using the form below. Within seconds, detailed
Users will also see an ‘overall securlty verdict for the file prominently displayed at the top of the page
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cpidil Not Avallable  d3bedebc6dzfiGaefDB2..  2017.06-21 16:22: Malware ° @ @
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Step [2]: For viewing the already existing malware file details, click below Kill Chain Report Button available
on the at the right side of 'Actions' column.It will open the overall description for a malware file along with the
option of Download Kill Chain Report.
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Step [3]: By clicking on the " Download Kill Chain Report " it will provide the entire file information as a Report
on a pdf.For more analysis and description of the kill chain report you can refer the following
topic https://help.comodo.com/topic-397-1-...in-Report.html

Step [4]: To View, the kill chain report of the new malware file click the 'Kill Chain Report' that has been
prevailed on the right side of the 'Actions' column. Simultaneously, by selecting the ' View Info ' button it will
navigate to next page. Select the ' Send to Kill Chain Analysis ' which was prevailing on the right side top of
the 'Valkyrie Final Verdict'.
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opildil Mot Available  d3bedebc6d2f164efb0B2..  2017-06-21 18:22:51 Mabware
fidlardsatip _2.exe Mat Available  a27BebbaSebbla70ibel.. Clean
tssery.axe Mot Available  B46c1 3061155899720 Matware
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Ghostexe Mot Avallable  df3328f004486Tc3cSe14... PUA PUA
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cpil.exe tavailable | 795feB593Tecst 5 Malware
peflank.exe Not Available | 343736Ge6bT502175Tde 201706-07 12:37:38  Malware
BrajectLibrary.dll Not Available | OdciiOelB46TeScdebba.. | 20VT-DE0T12:3705  Clean lean
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Showing

VALKYRIE

CoMODO

DOWNLOAD UNKNOWN FILE HUNTER

Total # of files Total # of Clean Total # of Unknown  Total # of Makware Total 2 of PUA  Total # in Human Expert Analysis

& o

search:

Human Expert Analysis Status Actions

Analysis Completed
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Human Expert Analy mple yet

Verdict Source: Signa

Analysis Summary
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2016-08-23 10:84:00

Signature Based Detection

Static Analysis Owerall Verdict

Send to Kill Chain Analysis

VERDICT

Malware

Step [5]: Once you clicked the analysis, a message will pop up like " Are
Kill-Chain Analysis ? " select the send button.It will ensure you a report th
with a time span of 30 minutes after selecting the button.
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Send to Kill Chain Analysis

Are you sure you want to send file to Kill-Chain Analysis ? SEND CANCEL
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Summary Static Analysis Dynamic Analysis Precise Detectors File Details

File Name: cpil.dll —
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows “
SHA1: d3be9ebc642f164efb082f70ee85116158ce7ada MALWARE

MD5: 5fb133a80a9bbScdab3672cc1a08246d
First Seen Date: 2016-08-22 12:00:58 ( 10 months ago )

Valkyrieinal Verdict

Number of Clients Seen: 2
Last Analysis Date: 2016-08-23 10:44:00 { 10 months age )
Human Expert Analysis Result: No human expert analysis verdict given to this sample yet

verdict Source: Signature Based Detection

Kill Chain report s being created e

Analysis Summary

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-08-23 10:44:00 Malware i-E
Static Analysis Overall Verdict 2016-08-23 10:44:00 No Threat Found

File Certificate validation 2016-08-23 05:14:00 Not Applicable

Step [6]: By clicking on the "Download Kill Chain Report" you can able to get the entire description of the file
on Summary, Activity Details, Behaviour Graph, Behaviour Summary, Network Behavior, Detailed File Info
along with the Screenshots.
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File Name: cpil.dll

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

SHA1: d3be9ebcd2f164efb082f70ee85116158ce7aBa

MD5: 5fb13338029bb9cdab3672¢c1308e46d

First Seen Date: 2016-08-22 12:00:58 ( 10 months ago )

Number of Clients Seen: 2

Last Analysis Date: 2016-08-23 10:44:00 ( 10 months ago )

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.

Verdict Source: Signature Based Detection

Analysis Summary

ANALYSIS TYPE DATE
Signature Based Detection 2016-08-23 10:44:00
Static Analysis Overall Verdict 2016-08-23 10:44:00

File Certificate Validation 2016-08-23 05:14:00
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summary Activity Details Behaviour Graph Behaviour Summary

File Name: cpil.dil
File Type: PE32 executable (DLL) (GUI) Intel 80385, for MS Windows
SHA1: d3bedebcd2f164efb082f70e85116158ce7a8a

MD5: 5fb133280a9bb9cdab3672cc1a08e46d

DETECTION SECTION

Severity: High

Verdict: Malware

ACTIVITY OVERVIEW

Detailed File Info

b

Valkyrie Final Verdict

Click this report =———3|

KILL CHAIN
REPORT

VERDICT

Malware ﬁ

©0

No Threat Found

Not Applicable

Network Behaviour screenshots
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