How to set up Remote Control for End-User

Introduction

MSP customers can configure Endpoint Manager settings to allow end-user to access their computer

remotely while working from home. This wiki helps you to achieve it.
Process In Detail
e Login to the Xcitium

¢ Create a profile and configure it

¢ Set the profile as “default” so that newly enrolled devices get the profile automatically

¢ Create a separate device group for each user

¢ Create a separate role?for each user

e Configure the role permission

e Create user accounts with an associated role for end-user

¢ |nstructions for end-user

Create a profile and configure it

¢ Go to?Configuration Templates - > Profiles

¢ Click the name of the Windows or MAC profile that you want to work on

¢ Select the Profile you want to apply changes

Select a profile...
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¢ Click Edit and check Is default to set the profile as the default
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Data Loss Prevention

() SECURITY > Name
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7 NETWORK MANAGEMENT > Is default
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..T_l‘ APPLICATION STORE Description
o Windows - Security Level 1 Profilev.7.1
. APPLICATIONS
e Click Save.
¢ Click the Remote Control tab?(or click Add Profile Section > Remote Control)

Click Edit

Enable Device Takeover gives you full control of the remote device'.?Use the On/Off button to enable
the device to take over the session

Select the ' Establish Remote Control sessions without asking user permission ' option.

‘Establish Remote Control sessions without asking user permission'...
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Remote Control

File Transfer

Device Takeover Options

appyoan BN |

NAME DESCRIPTION STATE
Device Enable/disable device takeover |
Takeover session using Remote Control

application

@® Establish Remote Control sessions without asking user permission

O Ask user, wait and allow access (waiting time is shown below)
(seconds) A

30

If the user is logged in: ask permission and connect if the user allows it
or doesn’t respond within the specified time
If the user is not logged in: proceed with Remote Control session

O Ask user, wait and deny access (waiting time is shown below)
(seconds) £

60
If the user is logged in: ask permission and connect only upon user
approval
If the user is not logged in: proceed with Remote Control session

Message to Device User

Your IT administrator would like to view and control your desktop. Please
click "Allow" to start remote session.

Client Notification Options

m] show notification to device user about who connected to his/her
workstation

[®] Allow endpoint user to terminate the connection

[m] Keep notification windows open upon remote session termination

Protocol Options

Ports that will be applied are UDP ports only, please make sure your firewall
configurations are compatible with the UDP settings

[®] Use WebRTC A

[®] Allow multiple connections
Set at least 1 port

port(s) | Default v

WinXP : 1025 - 5000 range by default
Win7+: 49152 - 65535 range by default

(] Use Chromoting
Set at least 4 ports

ports | Default v

49152 - 65535 range by default

e Go to 'File Transfer' Tab

¢ Use the On/Off button to enable the permissions




e Establish File Transfer sessions without asking user permission?- Connects without the user
permission

e Select the Ask user, wait and allow access (waiting time is shown below) (seconds)-?If the user
is logged in they ask permission and connect if the user allows it or doesn't respond within the specified
given time

e Ask user, wait and deny access (waiting time is shown below) (seconds) -?If the user is logged in
ask permission and connect only upon user approval, If the user is not logged in it will proceed with
Remote Control session

‘Establish File Transfer sessions without asking user permission '...
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Remote Control
Device Takeover

File Transfer Options (CIELD

appiytoan BN |

NAME DESCRIPTION STATE

File Transfer Enables read-only access to [on [l
remote devices (parent
permission for other
permissions allowing for
extended capabilities)

Send & Download and upload X |
Receive files/folders to/from the local

Folders & device using Remote Control

Files application

Create, Create, delete and rename m |
Delete, files/folders using Remote

Rename Control application at the local

actions device

(& Eetablich File Tranefer ceceione without acking ueer permiesion

O Ask user, wait and allow access (waiting time is shown below)
(seconds)

30

If the user is logged in: ask permission and connect if the user allows it
or doesn't respond within the specified time
If the user is not logged in: proceed with Remofe Control session

O Ask user, wait and deny access (waiting time is shown below)
(seconds)

60

If the user is logged in: ask permission and connect only upon user
approval
If the user is not logged in: proceed with Remofe Control session
Message to Device User
Your administrator needs to remotely access your device to perform

routine security maintenance which will not interfere with your work.

Client Notification Options

[m] show netification to device user about who connected to his/her
workstation

[m] Allow endpoint user to terminate the connection

[w] Keep notification windows open upon remote session termination

¢ Click Save

Create Separate Device Groups for Each Employee

¢ Click Devices > Device List > Group Management

Create Separate Device Groups...
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Endpoim Manager Device List / Group Management Supported Device Platforms Ei’ @ & Logout
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¢ Click the Create Group button
~ K4
Search group name < E Group M Search group name
Oy Oy
=1 Show all Q =1 Show all
+

&= Default Company Crmt@wp Mz & Default Company
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T First Group
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The Add Group interface will open...




Add Group

Name *

Group_C

Customer *

Default Customer

Devices

Type device name to search among devices...

¢ Fill Name and Company sections and click Add.

¢ Repeat the process to add separate groups for each employee.

Create Separate User Roles for Each Employee

¢ Click Users > Role Management

Endpoim Manager Role Management / Roles ’1’ @ & Logout
DASHBOARD
Users
DEVICES
& USERS E+ Add role [él Export = ) T
User List
NAME DESCRIPTION # OF USERS
User Groups
| (Bl SENERETEL Login Permission Users with only login permission [1]
CONFIGURATION TEMPLATES
admin control 1
SECURITY sehat serhat ¢
NETWORK MANAGEMENT Role_S [default] Role assigned for staff _technician 0
APPLICATION STORE Role_Std QOnly permitted user can access [1]
APPLICATIONS Users Users of the system 2
LICENSE MANAGEMENT Account Admin Account Admin of the system 3

¢ Create a role by clicking Add Role

¢ Create a name for the role for example? employee_device _management
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Endpoin‘t Manager Role Management / Roles ::ﬂ’ @ &, Logout

DASHBOARD

Roles Users
DEVICES

8 USERS =, Addrole [g] Export - %) T
User List
NAME DESCRIPTION # OF USERS
User Groups
| Role Management serviceese fest 0

CONFIGURATION TEMPLATES
userss test 0

SECURITY adminis1 test 0

NETWORK MANAGEMENT employee_device_management employee-device-management is to assign this role for the user Ferguson 2

APPLICATION STORE Technician Technician of the system 8

APPLICATIONS Administrators This is the super administrator role that has maximum privilege and needs to contain at least one user. 3

¢ Add a description to the role?
o The created new role will be displayed in the Roles section

o Click the created role to assign the role and permission for that.

Role Permissions?- Explains the access rights and privileges to the users
Assign Users?- Select the users to assign a role
Access Scope?- Select which companies or groups can be accessed by the members
Role permissions
¢ Click the Role permission tab?
Each item in the list lets you choose permissions for a specific area.

¢ Click the down arrow next to a module name to view its permissions

OR

Click 'Expand' at the top to view all permissions

Use the switches on the right to enable or disable specific permissions

Enable “users.allow-portal-login” permission for the user to be able to login to Remote Control
Application.

Enable the Remote Control tab to access the device for remote

Click 'Save' for your settings to take effect

Set up the Role Permissions...
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employee_device_management
Make Default

Delete Role Edit

Role Permissions Assign Users Access Scope

and Apply o all m

Read Only Portal Access to portal elements in read only mode. E3

PERMISSION DESCRIPTION ACTION

users.allow-portal-login Avility to login to portal, access to “User Settings” an

~ Dashboard

~ Devices

~ Remate Control

remote-control

remote-control.takeover

remote-control file-transfer

remote-control file-transfer.crud

remote-control file-transfer.download

remote-control file-transfer.upload Allows 1o

~ User

<

Configuration templates

<

Network management

<

App store

<

Applications

<

Security sub-systems

<

Licence management

<

Settings (Templates)

<

Settings (Portal Set-Up)

<

Settings (Apple DEP)

Access Scope

¢ Click the 'Access Scope' tab

This shows the list of?which companies or groups can be accessed by the members of the Endpoint
manager




= Role Management / Roles / employee device_management / Access Scope

Role Permissions Assign Users Access Scope
@ Save Apply to all m
CUSTOMER GROUP ACTION
ComodoPMSupport varun m
ComodoPMSupport Ashny | oFF |
Sharuk | oFF |
Sharuk Default Group - Sharuk m
Kapoor m
Kapoor Default Group - Kapoor m
Jackie m
Jackie Default Group - Jackie m
Karan m
Karan Default Group - Karan m
Karan Group - B m
Karan Group - A m
Karan Group - Ferguson m

You can configure the company by clicking the enable/disable button under the company name.

¢ Choose a related Company and Device Group
¢ Click 'Apply To All' to access all the companies and groups

¢ Click the Save button to make the changes take effect.
Create Users

e Click 'Users' > 'User List'

¢ Click the 'Create User' button or Click the “Add” button at the menu bar and choose 'Create
User'.
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Endpoint Manager User List

& Create User

- DASHBOARD
1 pEViCES _ = r9+ % Enroll Device
Enroll Device Creaﬂbser M:
| User List ] NAME &
User Groups
Role Management |:| @ admin

CONFIGURATION TEMPLATES

The 'Create New User' appears:

Create New User

User Name *

Ferguson

Email *

Ferguson_111@yopmail.com

Phone Number

807323369812

Customer *

Karan

Assign Role

employee_device_management w

e Enter the details, select the role for the new user and click the 'Submit' button.

A confirmation will be displayed:
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Create New User

You have created «Oxfords user.
Email: mmoxford@yahoo.com
Phone number: 9876543210
Company: Default Company
Role: Users

Within a few minutes the user will get an email with instructions to proceed if his role
supports it.

¢ Repeat the process to add more users.

Successfully added users will be listed in the 'Users' interface. The user's devices can now be enrolled to
EM.

Endpoint Manager will send account activation mails to the newly added users. They can activate their
account and set their login password by clicking the link in the email. An example of mail is shown below:

Dear Grey Pelican,

Congratulations, your Endpoint Manager account has been successfully created.
Please click the following link to activate your account and set up your password:

E https://herculespopular-msp.cmdm.comodo.com/user/site/activate/username
[Grev+Pelican/key/499cdcl1039e5fd03080347b55a7 7i5adoias8c5c7 7

Sincerely, Endpoint Manager team.

User clicks the link and activates his EM account

Upon activation, the user will be able to login to EM with his user-name and password. Log in at:
https://[your company name]-msp.cmdm.comodo.com/ as shown in the mail link

Users added via EM can log in to EM console only and cannot log in to Dragon / C1 portal

If the portal administrator has configured two-factor authentication, then the user has to follow the on-
screen instructions to set up this during login.

Endpoint Manager will send device enrollment link to the user email. They can click to the link on the email to
enrol their devices.
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Welcome to Endpoint Manager!

You are receiving this mail because your administrator wishes to enroll your smartphone,
tablet, macOs, Linux or Windows device into the Endpoint Manager system. Doing so will
make it easier and more secure to connect your personal devices to company networks,
This mail explains how you can complete the enrollment process in a few short steps.

Mote:

- Make sure that you selected the operating system of the device that vou want to

enroll.

This product allows the system administrator to collect device and application data,
add/remove accounts and restrictions, list, install and manage apps, and remotely erase

data on vour device,

Device Enrollment:

Click this link to enroll your device

Move Devices to Related Device Groups after Enrollment is Complete

¢ Click 'Devices' > 'Device List'

¢ Click the name of a device then select the 'Groups' tab:

Select Groups tab...

i Exported Configurations M3 Installation State

E Add to Group

'|]:|' Remaove from Group(s)

GROUF NAME CUSTOMER
Flying Squad Devices Detfault Customer
[] First Group Default Customer

¢ Click 'Add to Group'

Patch Management

# OF DEVICES

Antivirus Scan History Logs

CREATED BY CREATED

herculespopular??

201810/26 0518

herculespopularld 201810/26 0519
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4 File List Exported Configurations MSI Installation State Patch Management

: Add to Group ﬁ Remove from Group

NUMBER OF DEVICES

DEfault Group Deer Company

Infotek PCs Deer Company 1

Rufning Staff Deer Company -

Results perpage: 20 w

Add Device to Group

Choose group(s)

To add groups, start typing their names

Add

The 'Add Device to Group' dialog will appear.

¢ Start typing the name of the group which you want the endpoint to join. Select the correct group from
the list of suggestions.

e Click ‘Add".

The device will be added to the group or groups.

¢ Repeat the process for all enrolled devices.

Instruction for the End-User Settings

Login into the remote Device

Click the invitation link that sends to your default mail id

Set up the Password as per the standards

Download the Remote Control App from the Comodo One/ Dragon site

Log in with the Domain name, Username and password that you applied
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B Remote Control by |Tarian

Endpoint Manager

comodopmsuppert-msp.cmdm.comodo.cc

Ferguson

SN RRRRBRRBRRDED

Stay signed in

¢ After login, you can view the applied device to your remote environment
¢ You can view the enrolled devices here

e Select the devices to start the remote control
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B Remote Control by [Tarian

a Ferguson

All Devices

EEl Karan

@  DESKTOP-FI2C5L)
'@ Ferguson

DESKTOP-50G5L8)

staff test

(;1-.

WIN-REULSMFIJ0G
Ferguson

(;1-.

04

After that, the window will open like this...
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uninstalling
exe and ins...

WebStorage... googlechro...

Remote Control Session
& End session
on

ChromeSet..  ringcentral  RingCentral...
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DESKTOP-SOGS5LB]  Status: Connected (Connection: Direct Session Duration: 00:03:23
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