How to upload and analyze files in Valkyrie

Valkyrie is an online file verdict system that investigates unknown files to identify whether the files you have
uploaded are malicious or not.

The Valkyrie console allows users to upload new files for analysis and to view scan results, virus total result
and also you can download the virus report too.lIt can identify the file as four different types of clean, malware,
no threat found, PUA.

By using this system you can also download the kill chain report and we can also send the unknown file for
Human Expert Analysis.

STEPJ[1]: GO TO https://verdict.xcitium.com/login.Login with credentials.
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Den't have an account yet 7 Create an account
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STEPJ[2] At the bottom right side as shown in below screenshot click upload button to upload file or URL or
shal; select the appropriate file and click on "Analyze".
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[NOTE:] You can upload files size up to 150 MB.

Step[3]: First it will analyze the file and then give the result of any of these stages, Initially there are four
stages(Malware, Pua, Clean, Nothreatfound), If you upload any file.

For Example Malware File

1. If you uploaded any file then it gives the result as malware. with following tabs(Summary, Static
Analysis, Dynamic Analysis, Precise Detectors, File Details) consists information about file result.

Summary:



https://valkyrie.comodo.com/
https://verdict.xcitium.com/login
https://valkyrie.comodo.com/
https://valkyrie.comodo.com/
https://valkyrie.comodo.com/

VALKYRIE

comooo

Summary Static Analysis Dynamic Al

File Name: PO#20170324.scr

Detectors File Deta

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

SHAT: 6ecf6421b7bd459%1dcf1e13547cdc0bf795863
MD5: bbclc3c66b255d4daale2dalb5b8c5e2

First Seen Date: 2017-03-30 16:44:57 (3 months ago )
Number of Clients Seen: 1

Last Analysis Date: 2017-03-30 16:44:57 ( 3 months ago)

Human Expert Analysis Result: No human expert analysis verdict given 1o this sample yet.

Verdict Source: Signature Based Detection

Analysis Summary

ANALYSIS TYPE

Signature Based Detection
Static Analysis Overall Verdict

Dynamic Analysis Overall Verdict
Precise Detecrors Overall Verdict

File Certificate Validation

© Valkyrie, Comodo Group, Inc. 2017. All rights reserved. v1.17.0-ENT

Static Analysis:

DATE

2017-03-30 16:44:57

2017-03-30 16:44:57

2017-03-30 16:44:57

2017-03-30 16:

157

2017-03-30 11:14:57

VERDICT

Malware

Highly Suspicious

Highly Suspicious

No Match

Mot Applicable

Valkyrie Final Verdict
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Summary Static Analysis Dynamic Analysis Precise Detectors Human Expert Analysis File Details

File Name: DThsLH.552 [ ]
File Type: PE3Z executable {DLL) (GUI) Intel 20386, for M3 Windows “
SHA1: a99b7274e280da3cBb34e987425c72bdedc3e23 m

MD5: Sfaefaffectfa4620c85fcaBd7BdeSdEb

First Seen Date: 2016-11-29 10:25:48 { 7 months ago )

Walkyrie Final Verdict

Number of Clients Seen: 4

Last Analysis Date: 2016-11-25 10:25:48 ([ 7 months ago )

Human Expert Analysis Date: 2016-12-1022:28:57 ( 7 months ago )
Human Expert Analysis Result: Malware

Verdict Source: Valkyrie Human Expert Analysis Overall Verdico

Static Analysis

STATIC AMALYSIS OVERALL VERDICT RESULT

Mo Threat Found

DETECTOR RESULT

Oprional Header LoaderFlags field is valued illegal Clean 0
Mon-ascii or empty section names detected Clean o
lllegal size of optdonal Header Clean o
Packer detection on signature datsbase Unknown

Baszed on the sections entropy check! file is pessibly packed Clean o
Timestamip value suspicious Clean o
Hesder Checksum iz zerol Suspicious -f!-
Enrty point is outside the 1st.code) section! Binary is possibly packed Clean o
Oprional Header NumberCifRvaAndSizes field is valued illegal Clean o
Anti-vm present Clzan o
The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean o
TLS callback functions array detected Clean o

Dynamic Analysis:
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Summary Static Ana Dymamic Analysis Precize Detectors Human Expert Analysis File Details

Filz Name: DThsLH.552
File Typa: PE32 executable (DLL) (GUN) Intel BO3RE, for ME Windows n

SHAT: 2550 £280da3cBb34e 587
MD5: Sfabfaffect34620c35fcald7ad
First Seen Date: 2016-11-25 10:25:48 ( 7 months 2ga )

Va'kyrie Final Verdict

MNumber of Clients Seen: 4
Last Analysis Dave: 2016-11-25 10:25:43 { 7 months 2go )

Human Expert Analysis Date: 201&6-12-10 22:28:57 (7 months ago )

Human Expert Analysis Result: Malware
Verdict Source: Valkyrie Human Expert Analysis Cverall Verdico

Dynamic Analysis

DYMAMIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

SUSPICIOUS BEHAVIORS

Has no visible windows j‘f

Behavioral Information

QueryFilePath

Precise Detectors:

(]

Human Expert Analysis:

VALKYRIE

COMODD

Summary i Dymamic Analysis Precise Detectors Human Expert Analysis File Details

File Name: DThsLH.552
File Type: PE32 = findc ']-E

SHAT:
MD5: Sfabfaffecfade20c85fcaBd7a
First Seen Date: 2016-11-2%3 122542 ( 7 months 2go )

Walkyrie Final Verdict

Number of Clients Seen: 4
Last Analysis Date: 2016-71

-29 10:2!

;48 ( 7 months g0 }

Human Expert Analysis Date: 2016-12-1 F {7 months ago )

Hurman Expert Analysis Result:  Malware
Verdict Source: Valkyrie Human Expert Analysis Owerall Verdict

Human Expert Analysis Results

14:32 (7 month

Analysis Start Date:

Analysis End Date:
File Upload Date: 27
Update Date: 2076-12-1
Human Expert Analyst Feedback:
Verdict: | 4

File Details:
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