Integration with Microsoft Office 365

Environment : Comodo Dome Antispam
Summary : Comodo Dome Antispam O365 Integration Guide

Video Tutorial : Uploaded video link will be put here.

CONFIGURING SECURE EMAIL GATEWAY SETTINGS
Office 365 Check on your Dome Antispam

Configure the corresponding inbound settings in Comodo Dome Antispam to route emails sent to your domain
to Office 365.

1. Log in to the your Dome Antispam main DASHBOARD
2. Select SMTP from the left side menu and then select DOMAINS under this SMTP part
3. Select OFFICE 365 CHECK from the right tab
4. Configure Office 365 check according to below options
1. Enable Office 365 SUPPORT
2. Activate Office 365 SENDER DOMAIN CHECK
3. Select and Copy your managed DOMAIN NAMES of your Office 365 server from left side list to
the right

Note: You do not need to input any IP or MX record of Office 365 servers since Comodo Dome Antispam gets
the necessary routes automatically in system background.

CONFIGURING OFFICE 365 SETTINGS
Inbound Flow Set Up on Office 365

1. Log in to your Microsoft Office 365 administrator center account

1. Click on ADMIN from left navigation menu

2. Click EXCHANGE under ADMIN

3. Click MAIL FLOW from left navigation menu.

4. Click CONNECTORS from top navigation menu.

2. Add an Inbound Connector.

1. Select PARTNER ORGANIZATION in From part.

2. Select OFFICE 365 in TO part.

3. Enter a descriptive name to the NAME field for the inbound connector.
4. Choose USE THE SENDER'’S IP ADDRESS.
5. In Specify the sender IP addresses range field,

1. ADD new connector

2. ENTER the IP address or addresses for the organization you want to add to the safe list. This
will be the IP address of your Dome Antispam Server. This information is provided by Comodo to
you in the information email after the provisioning step completed.

3. NOTE: You may have Office 365 only accepts rr in range of 24 to 32 (nnn.nnn.nnn.nnn/rr),
please modify the rr from SEG instructions to the closest Office 365 allows you to set. For
example: 216.104.0.0/19 you can enter as 216.104.0.0/24.

4. The IP addresses in the screenshots is for just giving an example for you. Please always use



https://cdome.comodo.com/antispam.php
https://www.comodo.com/business-security/email-security/antispam-gateway.php

information from the information email coming from Comodo support team as primary source.
6. Choose the SECURITY RESTRICTIONS you want.
7. Click SAVE to confirm.

Add an email flow rule to bypass spam filtering
Turn off spam filtering in Exchange Online and use your Comodo Secure Email Gateway only

1. Log in to your Microsoft Office 365 administrator center account
1. Click on ADMIN from left navigation menu
2. Click EXCHANGE under ADMIN
3. Click MAIL FLOW from left navigation menu.
4. Click RULES from top navigation menu.
2. Select BYPASS SPAM FILTERING from pull-down menu.
3. In the opening RULE window, complete the required fields.
1. Name: Turn off spam filter in Office 365
2. Apply this rule if...
1. Select THE SENDER
2. Select IP address is in any of these ranges or exactly matches
3. In the Specify IP address ranges window, ENTER the SAME IP addresses from step 5-b
of INBOUND MAIL FLOW SETUP section above
4. Click the ADD ICON for each range
5. Click OK
3. Do the following: Set the spam confidence level (SCL) to... - Bypass spam filtering
4. Exceptif: DO NOT add an exception
5. Audit this rule with severity level: DESELECT
6. Choose a mode for this rule: ENFORCE
4. Click SAVE

Add an email flow rule to lock down Exchange Online
This accepts only emails from Secure Email Gateway to ensure spammers cannot bypass.

1. Log in to your Microsoft Office 365 administrator center account
1. Click on ADMIN from left navigation menu
2. Click EXCHANGE under ADMIN
3. Click MAIL FLOW from left navigation menu.
4. Click RULES from top navigation menu.
2. Select RESTRICT MESSAGES by sender or recipient ... from pull-down menu.
3. In the opening RULE window, complete the required fields.
1. Name: Only accept inbound mail from SEG
2. Apply this rule if...
1. Select THE SENDER IS LOCATED
2. In the Select Sender Location window, select Outside the organization
3. Click OK
3. Do the following: Delete the message without notifying anyone
4. Audit this rule with severity level: DESELECT
5. Choose a mode for this rule: ENFORCE
4. Add an exception to the allow email flow from Secure Email Gateway




5.

Click MORE OPTIONS
Under Except if, click ADD EXCEPTION
Select The SENDER
Select IP address is in any of these ranges or exactly matches
In the Specify IP address ranges window, ENTER the SAME IP addresses from step 5-b of
INBOUND MAIL FLOW SETUP section above
6. Click the ADD ICON for each range
7. Click OK
Click SAVE
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Outbound Flow Set Up on Office 365
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Log in to your Microsoft Office 365 administrator center account
1. Click on ADMIN from left navigation menu
2. Click EXCHANGE under ADMIN
3. Click MAIL FLOW from left navigation menu.
4. Click CONNECTORS from top navigation menu.
Add an Outbound Connector.
1. Select OFFICE 365 in From part.
2. Select PARTNER ORGANIZATION in TO part.
Enter a descriptive name to the NAME field for the outbound connector.
Choose the way YOU WANT TO USE THIS CONNECTOR.
Add SEG Relay FQDN to: ROUTE EMAIL through these smart hosts
Add the fully qualified domain name (FQDN) for the purpose of relay messages to this Secure Email
Gateway MTA. This FQDN is located in the information email (sent to the administrator after Secure
Email Gateway (Dome Antispam) provisioning process has been completed).
Choose the WAY of CONNECTING to SEG
REVIEW your settings.
Add one TEST EMAIL ADDRESS to VERIFY this connector.
VALIDATE this email address.
Click SAVE.

Add an email flow rule to use the SEG Outbound connector
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Log in to your Microsoft Office 365 administrator center account
1. Click on ADMIN from left navigation menu
2. Click EXCHANGE under ADMIN
3. Click MAIL FLOW from left navigation menu.
4. Click RULES from top navigation menu.
Click “+” sign and Select CREATE A NEW RULE from pull-down menu.
In the opening RULE window, complete the required fields.
1. Name: SEG Outbound
2. Apply this rule if...
1. Select THE SENDER IS LOCATED, a new pop out console will be shown.
2. In the Select Sender Location window, select Outside the organization
3. Click OK
4. Click MORE OPTIONS
3. Do the following:
1. Redirect message to and then select the following connector.




2. Select the outbound connector you created for SEG.
4. Choose a mode for this rule: ENFORCE
5. Click SAVE

Congratulations! You have completed the installation process. Office 365 is now secured by Dome
Antispam which is Comodo Secure Email Gateway (SEG).




